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HIPAA SELF STUDY TRAINING GUIDE 
 
 
I have received the LifeWays HIPAA SELF STUDY TRAINING GUIDE.  I understand 

that I will be accountable for the information contained in the guide.  If I have questions I 

may contact LifeWays or my employer for clarification.  I also understand that this 

training acknowledgement will be maintained evidence of my participation in the HIPAA 

training program.    

 

Instructions:  Upon completion of the training module forward this training 
confirmation page and the pre and post tests to your employer to maintain 
evidence of completion.    

 
 
Name (please print):____________________________________________________ 
 
My signature below indicates that I: 
 

 Completed the HIPAA Training, including the Pre and Post Tests, on 

_______/_______/_________.   

 

 Understand that if I have any questions regarding the training subject matter I 
may contact LifeWays or my employer for clarification. 

 

 Have achieved functional competency in the training subject matter. 
 
 
Employee Signature:_________________________________ Date:______________ 
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INSTRUCTIONS 
 

1. Complete the Pre-Test.  How well do you think you did?   
2. To find out, read the training module thoroughly.   
3. Complete the Post-Test.  Do you think you did better this time around?   
4. To find out, compare your answers with those on the Answer Key. 
5. Finally, complete the Training Acknowledgement Sheet (Page 1) and forward 

along with the Pre and Post-Tests to your employer to maintain evidence of 
receiving the training.  
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HIPPA Training Module Pre-Test 
 
Please insert the most appropriate answer.   

 
# Question Answer 

1 What is “HIPAA”?     a.  A large portly mammal     b.  Health Insurance Portability & Accountability Act 
 

 

2 What is/are the objective(s) of HIPAA? 
 
a. assure health insurance portability     b.  protect the privacy of PHI      
c. simplify the administration of financial & administrative transactions     d.  A, B & C 

 

3 The _____ describes how the consumer’s PHI may be used or disclosed. 
 
a.  Notice of Privacy Practice     b. clinical authorization     c.  confidentiality statement  

 

4 What is PHI?     a.  Personal Health Information     b.  A sorority house in Ann Arbor 
 

 

5 According to HIPAA is LifeWays a covered entity?     a. yes     b.  no      
 

 

6 According to HIPAA must a record be maintained of all health information disclosures?     a.  yes     b. no 
 

 

7 Substance abuse information must be specifically requested and the release of this information is subject 
to stricter standards including that a subpoena alone is not sufficient and a release requires special rules 
be followed.     a.  true     b.  false 
 

 

8 Consumers DO NOT have the right to inspect, copy, or amend PHI.                      a.  true     b. false 
 

 

9 HIPAA is a Federal Statute that establishes national standards for claims billing.  a.  true      b.  false 
 

 

10 LifeWays DOES NOT have to make a good faith attempt to obtain written acknowledgement from 
consumers that they have received a copy of the Notice of Privacy Practices consumers.      
 
a.  true     b.  false  

 

11. According to HIPAA, PHI includes ONLY information that relates to the present or future mental health 
conditions, NOT physical health issues or historical information.     a.  true     b.  false 
 

 

12. It is O.K. to discuss a consumer’s unusual presenting problem during a luncheon in a small private café 
with your co-worker as long as no other customers are present.     a.  yes     b.  no     
 

 

13. Below write down 3 things that you can do to protect our consumers privacy. 
1. 
2. 
3.  

14. Below write down 4 sources of PHI you have on-site. 
1. 
2. 
3. 
4. 

15.   Is YOUR PHI also covered by HIPAA?     a.  yes     b.  no 
 

 
   

How well did you do?  Please read the following Training Module and find out. 
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HIPAA Training Module 
 
What Is HIPAA? 
Health Insurance Portability and Accountability Act.  HIPAA is a federal statute that establishes 
national standards for medical privacy and the security of individual’s health information. 
 
Why Is HIPAA Necessary? 
HIPAA was passed by Congress in response to growing concerns that technological advances 
and the increasingly complex manner in which health care services were delivered and 
coordinated were resulting in, or could result in, risks to the privacy of an individual’s health 
information maintained by healthcare providers, health plans, and their various business 
associates.  State statutes existed, however, few provided comprehensive, reliable standards 
and even fewer made it clear as to what patients’ rights were to access information in their own 
medical records. 
 
What Is The Objective Of HIPAA? 
HIPAA’s objective extends Federal oversight to: 

 Assure health insurance portability 

 Protect the privacy and security of individuals’ health information 

 Simplify the administration of healthcare financial and administrative transactions 
 
What Are The Privacy Rule Requirements? 

 Designate a Privacy Official 

 Mandatory employee education on privacy policies and practices 

 Implementation of administrative, technical, and physical safeguards 
to ensure privacy 

 Policies and procedures for the protection of health information and individuals’ rights 

 Complaint processes that accept and record consumer complaints  
about the entity’s information practices 

 
What Is A Notice of Privacy Practices? 
The Notice of Privacy Practices describes how the consumer’s clinical information may be used 
or disclosed and how they may get access to that information.  The Notice of Privacy Practices 
must be given to each consumer and must be posted at our buildings.  LifeWays must make a 
good faith attempt to obtain written acknowledgement that the consumer has received a copy of 
the Notice of Privacy Practices, or document the reason why an acknowledgement was not 
obtained.  
 
What Is Protected Health Information (PHI)? 
Protected Health Information (PHI): includes 18 categories of individually identifiable health 
information, which is created or received by a covered entity, transmitted or maintained in any 
form or medium, including paper records. Such information relates to the past, present, or future 
physical health, mental health or condition of an individual. PHI either identifies or could be used 
to identify the individual.  
 
Any individually identifiable health information transmitted or maintained by a covered entity 
used or disclosed for treatment, payment, or operations. It also includes all electronic, written, or 
verbal consumer information. 

Examples of PHI: 

 Name of consumer, relative, etc. 

 Geographic information 

 Zip Code 

 Date of birth, admission, discharge 
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 Telephone number 

 Fax number 

 Email address 

 Social Security Number 

 Medical Record number 

 Health Plan number 

 Account Plan number 

 Certificate or License number 

 Any full-face photo image or comparable image 

 Vehicle ID / Serial number 

 Any device ID number 

 Web Universe Resource Locators (URL) 

 Internet Protocol Address numbers 

 Any Biometric ID 

 Any other unique ID or characteristic or code 
 
What Is A Covered Entity? 
A Covered Entity is a health care provider, health care clearinghouse or health plan, who 
transmits PHI electronically or otherwise in connection with a transaction in connection with a 
transaction. 
 
What Is A Business Associate? 
A Business Associate is a person or entity that performs certain functions or activities on behalf 
of an entity or provides certain services to an entity that involves the use or disclosure of PHI. 
 
What Does Disclosure Mean? 
Disclosure means the release, transfer, provision of access to or divulging of information in any 
other manner outside of your employment. 
 
Why Do I Need To Know This Information? 
All reasonable efforts must be made not to disclose more than the minimum necessary 
information needed to accomplish the intended purpose.  Staff access to PHI is based upon 
specific job duties and roles. 
 
What Are Some Things I Can Do To Protect Our Consumers’ Privacy? 

 Treat all information as if it were about you or your family 

 Do not discuss confidential consumer information in hallways, restrooms, etc. 

 Do not discuss consumer information with your family, friends, or other consumers not 
directly involved in the consumer’s treatment 

 Do not leave files, schedules, or computer screens containing consumer information in 
plain view 

 Shred PHI before discarding 

 Access only those systems you are officially authorized to access 

 Do not share passwords 

 Access only information you need to do your job 

 Do not allow others to read over your shoulder 

 Do not allow visitors or consumers in staff areas, dictating rooms, file storage areas, etc. 

 Do not hold telephone conversations or conduct dictation in areas where confidential 
information can be heard 

 Call out only the consumer’s first name in a waiting room 
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What Is An Authorization? 
An Authorization is an agreement between the covered entity and the consumer and or 
guardian to use specific PHI for specific purposes. The authorization must specifically describe 
the PHI being collected, who is collecting the information, to whom it will be released, why it is 
being released it, how long the authorization is in effect, and it must be signed and dated by the 
consumer and or guardian. 
 
What Are The Guidelines For Disclosures Of PHI? 

 A summary of Section 330.1748 of Public Act 258 (Michigan Mental Health Code) will be 
maintained in each consumer's medical record. 

 A record shall be maintained of all information disclosures, including: 

- The information released 
- To whom it was released 
- The purpose for the release 
- The subsection of Section 330.1748, or other law, under which the disclosure 

was made 

 Information disclosed from another source to the agency shall not be released. 

 Any release requires the informed written consent of the consumer, parent, or guardian.  
The consent must include the following:   

1. The information released 

2. To whom it was released 

3. The purpose for the release 

4. The subsection of Section 330.1748, or other law, under which the disclosure was 
made 

5. Name of the consumer about whom information is to be released 

6. Content to be released 

7. To whom the information is to be released 

8. The purpose for the release 

9. The date the release is signed 

10. The circumstances under which the release expires 

11. Information about how to revoke the release 

12. The signature of the legally authorized person who can consent 

 Information may also be released under the following circumstances: 

1. Upon order(s) or subpoenas of a court of record, or subpoenas of the legislature, 
unless the information is made privileged by some provision of law.  Substance 
abuse information must be specifically requested and release is subject to stricter 
standards including that subpoena alone is not sufficient and release requires special 
rules be followed. 

2. To a prosecuting attorney as necessary to prepare for a proceeding governed by the 
Mental Health Code.  Substance abuse information is protected from release by law. 

3. To an attorney for the recipient, when the recipient, guardian, or parent with legal 
and physical custody of a minor, has given consent. 

4. To a representative of Michigan Protection and Advocacy Services, pursuant to 
section 330.1748 of the Mental Health Code. 

5. To DHS, within 14 days after receipt of a written request from them, pursuant to 
Section 330.1748(a) of the Mental Heath Code. 

6. When necessary to comply with another provision of the law [i.e. the Child Protection 
Act]. 

7. To the Department of Community Health when the information is necessary for the 
office to discharge a responsibility placed upon it by law. 
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8. To the Office of the Auditor General when the information is necessary for that office 
to conduct its constitutional responsibilities. 

9. The entire medical and clinical record shall be released to other behavioral health 
practitioners, health services or public agencies if authorized by the 
consumer/guardian, provided that in the judgment of the holder of the record the 
disclosure would not be detrimental to the consumer or others. 

10. Information may be disclosed at the discretion of the holder of the record to apply for 
benefits, only if the benefits shall accrue to the state or shall be subject to collection 
for liability for mental health service. 

11. Information may be disclosed as necessary for outside evaluation, accreditation, or 
statistical compilation, provided that the consumer who is the subject of the 
information cannot be identified.  

12. If there is a compelling need for disclosure based upon a substantial 
o probability of harm to the recipient or other individuals, information may  
o be released to a provider of mental health or other health services or a 
o public agency, at the discretion of the holder of the record. 

 
What Rights Do Consumers Have Under The HIPAA Privacy Regulations? 

 The right to inspect and copy PHI 

 The right to amend PHI 

 The right to receive confidential communications 

 The right to request restrictions on certain uses and disclosure 

 The right to obtain a photocopy of their PHI 
 
What Are The Penalties Under HIPAA? 
Simple disclosure, disclosure under false pretenses, and disclosure with intent to sell or use 
may result in fines and imprisonment. 
 
Who Are The LifeWays Privacy Officials?  Where Do I Call If I Have Any Questions 
Regarding HIPAA?  Where Do I Report Complaints? 
Personnel Related Issues – Your Employer 
Data Integrity Issues – LifeWays Information Technology 
Consumer Privacy Issues and Complaints – LifeWays Customer Services  
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HIPPA Training Module Post-Test 
 
Please insert the most appropriate answer.   

  
# Question Answer 

1 What is “HIPAA”?     a.  A large portly mammal     b.  Health Insurance Portability & Accountability Act 
 

 

2 What is/are the objective(s) of HIPAA? 
 
a. assure health insurance portability     b.  protect the privacy of PHI      
c.  simplify the administration of financial & administrative transactions     d.  A, B & C 

 

3 The _____ describes how the consumer’s PHI may be used or disclosed. 
 
a.  Notice of Privacy Practice     b. clinical authorization     c.  confidentiality statement  

 

4 What is PHI?     a.  Personal Health Information     b.  A sorority house in Ann Arbor 
 

 

5 According to HIPAA is LifeWays a covered entity?     a. yes     b.  no      
 

 

6 According to HIPAA must a record be maintained of all health information disclosures?     a.  yes     b. no 
 

 

7 Substance abuse information must be specifically requested and the release of this information is subject 
to stricter standards including that a subpoena alone is not sufficient and a release requires special rules 
be followed.     a.  true     b.  false 
 

 

8 Consumers DO NOT have the right to inspect, copy, or amend PHI.                      a.  true     b. false 
 

 

9 HIPAA is a Federal Statute that establishes national standards for claims billing.  a.  true      b.  false 
 

 

10 LifeWays DOES NOT have to make a good faith attempt to obtain written acknowledgement from 
consumers that they have received a copy of the Notice of Privacy Practices consumers.      
 
a.  true     b.  false  

 

11. According to HIPAA, PHI includes ONLY information that relates to the present or future mental health 
conditions, NOT physical health issues or historical information.     a.  true     b.  false 
 

 

12. It is O.K. to discuss a consumer’s unusual presenting problem during a luncheon in a small private café 
with your co-worker as long as no other customers are present.     a.  yes     b.  no     
 

 

13. Below write down 3 things that you can do to protect our consumers privacy. 
1. 
2. 
3.  

14. Below write down 4 sources of PHI LifeWays has on-site. 
1. 
2. 
3. 
4. 

15.   Is YOUR PHI also covered by HIPAA?     a.  yes     b.  no 
 

 
When you have finished the Post -Test please check your answers with those on 
the following answer key.  How well did you do?  If you have questions, please 
contact LifeWays or your employer.  
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# HIPAA Training Module 

ANSWER KEY 

Answer 

1 What is “HIPAA”?     a.  A large portly mammal     b.  Health Insurance Portability & Accountability Act 
 

B 

2 What is/are the objective(s) of HIPAA? 
 
a. assure health insurance portability     b.  protect the privacy of PHI      
c.  simplify the administration of financial & administrative transactions     d.  A, B & C 

D 

3 The _____ describes how the consumer’s PHI may be used or disclosed. 
 
a.  Notice of Privacy Practice     b. clinical authorization     c.  confidentiality statement  

A 

4 What is PHI?     a.  Personal Health Information     b.  A sorority house in Ann Arbor 
 

A 

5 According to HIPAA is LifeWays a covered entity?     a. yes     b.  no      
 

A 

6 According to HIPAA must a record be maintained of all health information disclosures?     a.  yes     b. no 
 

A 

7 Substance abuse information must be specifically requested and the release of this information is subject 
to stricter standards including that a subpoena alone is not sufficient and a release requires special rules 
be followed.     a.  true     b.  false 
 

A 

8 Consumers DO NOT have the right to inspect, copy, or amend PHI.                             a.  true     b. false 
 

B 

9 HIPAA is a Federal Statute that establishes national standards for claims billing, too.  a.  true      b.  false 
 

B 

10 LifeWays DOES NOT have to make a good faith attempt to obtain written acknowledgement from 
consumers that they have received a copy of the Notice of Privacy Practices consumers.      
 
a.  true     b.  false  

B 

11. According to HIPAA, PHI includes ONLY information that relates to the present or future mental health 
conditions, NOT physical health issues or historical information.     a.  true     b.  false 
 

B 

12. It is O.K. to discuss a consumer’s unusual presenting problem during a luncheon in a small private café 
with your co-worker as long as no other customers are present.     a.  yes     b.  no     
 

B 

13. Below write down 3 things that you can do to protect our consumers privacy.  Treat all information as if it were about 
you or your family.  Do not discuss confidential consumer information in hallways, restrooms, etc.  Do not discuss 
consumer information with your family, friends, or other consumers not directly involved in the consumer’s treatment.  
Do not leave files, schedules, or computer screens containing consumer information in plain view.  Shred PHI before 
discarding.  Access only those systems you are officially authorized to access.  Do not share passwords.  Access only 
information you need to do your job.  Do not allow others to read over your shoulder.  Do not allow visitors or 
consumers in staff areas, dictating rooms, file storage areas, etc.  Do not hold telephone conversations or conduct 
dictation in areas where confidential information can be heard.  Call out only the consumer’s name in a waiting room 
 

14. Below write down 4 sources of PHI LifeWays has on-site.  Name of consumer, relative, etc.; Geographic information; 
Zip Code; Date of birth, admission, discharge; Telephone number; Fax number; Email address; Social Security 
Number; Medical Record number; Health Plan number; Account Plan number; Certificate or License number; Any full-
face photo image or comparable image; Vehicle ID / Serial number; Any device ID number; Web Universe Resource 
Locators (URL); Internet Protocol Address numbers; Any Biometric ID; Any other unique ID or characteristic or code;  
Anything that may identify a consumer. 
 

15.   Is YOUR PHI also covered by HIPAA?     a.  yes     b.  no 
 

A 
 

 


